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360 % growth
in 2 years

PyPI OSS Downloads



2676% Growth since 
“Software is eating the 
World”

61% More releases from 
2019 to 2020

PyPI Release



76% of average 
industry code base is 
open source

Open Source Saturation is Increasing 

OPEN SOURCE SHARE 
OF CODEBASE



More vulnerabilities 
discovered each year

Vulnerabilities in Open Source

More alerts and work 
required for developers



The “Cry Wolf” problem

Large lists of 
vulnerabilities to handle

Rich information on the 
vulnerability itself

Poor contextualization to 
my code



The 4 levels of 
precision A large dataset on open source 

vulnerabilities

Matching correctly to open 
source being used in codebase

The vulnerable part is used by 
codebase

ALERT USER
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1. Are you using vulnerable 

OSS?

2. Are you calling the 

vulnerable part of the 

OSS?

3. Is the vulnerable part 

being called in a critical 

environment?

4. Is the vulnerability 

exploitable?



Finding the Vulnerable Functionality 

Only a part of the OSS project is 

affected by the affected 

vulnerability



ARVOS architecture



Finding the Vulnerable Functionality 



We have validated the importance of deep 
contextualisation of vulnerabilities (precision 
level 2 and 3)

CISO/CTO/Managers want to shift left, and 
perform scan in CI only

Developers see a lot of value to track in 
production, CI, and as a debugging tool

We should develop a good “core” that can be 
extended to all theses use cases

Key Findings



Thank you!
emil.wareus@debricked.com

https://github.com/arvos-dev


