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IoT is here!



Root problems

I. Lack of security expertise

II. Low-level programming languages

III. No system-wide control



Goal: 
Security-by-Design

To develop technology for 
securely programming IoT systems

A technology that can be used by 
developers on their daily activities: 

programming languages



Approach 

Using high-level languages
 Root problems of insecurities:

I. Lack of security expertise

II. Low-level programming languages

III. No system-wide control



Research 
Challenge

Pushing high-level languages 
guarantees and abstractions 

Constrained embedded devices
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DPella

 A Programming Framework for Differential Privacy with 
Accuracy Concentration Bounds. IEEE S&P 2020, TOPLAS 2021

 Spin-off company 

 Proof-of-concept with Ericsson



Connected vehicles data packages

Learn Analytics Trends
Peaks, Valleys, Flat areas are 
identifiable

Protect
Telco Operator
detailed performance
At single sample level (events)
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Confidential 
Computing
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C code• Branching processes for QuickCheck generators. Haskell 2018.
Code - github.com/OctopiChalmers/dragen

• Higher-order concurrency for microcontrollers. MPLR 2020.
Code - github.com/svenssonjoel/Sense-VM

• Cephalopode: A custom processor aimed at functional 
language execution for IoT devices. MEMOCODE 2020.
Code - github.com/cjhseger/FP_HW

• Stately: An FSM Design Tool. MEMOCODE 2020.
Code - github.com/popje-chalmers/stately

• Optimising Faceted Secure Multi-Execution. CSF 2019

Selected publications
• Normalization for Fitch-style Modal Calculi, ICFP 2022 

(distinguished work)
• From fine- to coarse-grained dynamic information flow control 

and back. POPL 2019 (distinguished work)
• Faceted Secure Multi Execution. CCS 2018.
• A Programming Framework for Differential Privacy with 

Accuracy Concentration Bounds. IEEE S&P 2020.
• Practical normalization by evaluation for EDSLs. Haskell 2021.

Code - github.com/nachivpn/nbe-edsl
• Hailstorm: A Statically-Typed, Purely Functional Language for 

IoT Applications. PPDP 2019.
Code - github.com/Abhiroop/hailstorm

• Towards secure IoT programming in Haskell. Haskell 2020.
Code - github.com/OctopiChalmers/haski
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