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Vulnerabilities in Open Source

Il Unigue Vulnerability IDs

More vulnerabilities
discovered each year

More alerts and work
required for developers




The “Cry Wolf” problem

Vulnerabilities All commits Dependencies

Large lists of
vulnerabilities to handle

Rich information on the
vulnerability itself

Poor contextualization to
my code

CVE-2019-20149
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A large dataset on open source
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Finding the Vulnerable Functionality

Only a part of the OSS project is
affected by the affected
vulnerability
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ARVOS architecture
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Finding the Vulnerable Functionality
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Tracing the Vulnerable Function Calls

Tracing calls in process 342388 (language: python)... Ctrl-C to quit.
Ac

stopping the tracer
Generating Report ...

The following vulnerable symbol has been invoked :

Vulnerability: CVE-2019-19844
. Vulnerability Detail: https://nvd.nist.gov/vuln/detail/CVE-2019-19844
Trace Vulnerable Code Execution o E e sy o et [y ey e
e (e ORI D e R e e e A
Invoked Method: get_context

H CI stacktrace
N yOUF at fhome/elias/.local/lib/python3.16/site-packages/django/forns/widgets.py.get_context:297
at fhome/elias/.lecal/lib/python3.10/site-packages/django/forms/widgets.py.get_context:434
at fhome/elias/.local/lib/python3.10/site-packages/django/forms/widgets.py.render:244
at fhome/elias/.local/lib/python3.10/site-packages/django/forns/boundfield.py.as_widget:79
at fhome/elias/.local/1lib/python3.10/site-packages/django/utils/html.py.<lambda>:377
at /home/elias/.local/lib/python3.10/site-packages/django/template/base.py.render_value_in_context:1011
at fhome/elias/.local/lib/python3.10/site-packages/django/template/base.py.render_annotated:936
at fhome/elias/.local/1lib/python3.16/site-packages/django/template/base.py.<listcomp>:977
at fhome/elias/.local/lib/python3.16/site-packages/django/template/base.py.render:976
Get StaCk-tra Ce reports, at /home/elias/.local/lib/python3.10/site-packages/django/template/base.py._render:167
at fhome/elias/.local/lib/python3.10/site-packages/django/tenplate/base.py. render:170
9 o at fhome/elias/.local/lib/python3.16/site-packages/django/template/backends/django.py.render :58
d|sp|ay|ng hOW you reached the at /home/elias/.local/lib/python3.10/site-packages/django/template/loader.py.render_to_string:52
at fhome/elias/.local/lib/python3.18/site-packages/django/shortcuts.py.render:14
at fhome/elias/Documents/arvos/DjangoProject/myapp/vieus.py.home:10

vu I nera ble Cod e at fhome/elias/.local/1ib/python3.16/site-packages/django/urls/resolvers.py.resolve: 586
at fhome/elias/.local/1ib/python3.16/site-packages/django/urls/resolvers. py. resolve: 586

The following vulnerable symbol has been invoked :

Vulnerability: CVE-2621-28658
Vulnerability Detail: https://nvd.nist.gov/vuln/detail/CVE-2021-28658
Repository: https://github.com/django/django

i i i ked Class: django.http.multi MLt
Avallable as GltH ub Actlon i::gk:d ﬁeiiia; ;::g: ttp.multipartparser.MultiPartParser

Stacktrace:
at /home/elias/.local/lib/python3.10/site-packages/django/http/multipartparser.py.parse:104
at fhome/elias/.local/lib/python3.10/site-packages/django/http/request.py.parse_file_upload:281
at /home/elias/.local/lib/python3.10/site-packages/django/http/request.py. load_post_and_files:312
at /home/elias/.local/1ib/python3.10/site-packages/django/core/handlers/wsgi.py._get_post:100
at fhome/elias/Documents/arvos/DjangoProject/myapp/vieus.py.nodel_form_upload:13
at /home/elias/.local/lib/python3.10/site-packages/django/views/decorators/csrf.py.wrapped_view:53
at /home/elias/.local/1lib/python3.10/site-packages/django/urls/resolvers.py.resolve: 586
at fhome/elias/.local/lib/python3.10/site-packages/django/urls/resolvers.py.resolve: 586

[FATL] We found 2 vulnerable symbols being used in your application.





https://github.com/arvos-dev/spring-vulnerable-app
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