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Outline

* Trends in assurance of 5G as critical infrastructure

» Zero Trust approach to software assurance

» Zero Trust software assurance prototype
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Extracts from regulations & standards
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* Vendors should independently evaluate software s
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— product source code (own & sourced)
* best coding practices, vulnerabilities,...

— product executables
* vulnerabilities

Cybersecurity of 5G networks
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@) Digital-Sicher-BSI EU Toolbox of risk mitigating
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Security in Telecommunications ' COOPERATION
Infrastructure % GROUP -

* Service Providers: secure the SW supply chain:
— Software Bill of Materials (SBOM) s B
— Open source, proprietary, 37 party... s, | |58 G

3GPP TS 33.117
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Zero Trust approach to software assurance
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Recap on Zero Trust Architecture

» Zero Trust assumes there is N0 Implicit trust NIST Special Publication 800-207
granted to assets or user accounts based on -
physical/network location or asset ownership Zero Trust Architecture

- Zero Trust focuses on protecting resources
(assets, services, network accounts, etc.) not network NIST

National Institute of

segments. Location/ownership not important. Sandords and Tecnology

U.S. Department of Commerce

Applicable to enterprise IT & 5G but not to software assurance
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The assurance trust model

Regulator(s)

Vendor
1. My 5G product is trustworthy ® Personnel
® Premises

2. Provide 5G source code/executables for assurance ® Reception
< ® Storage
3. Here is my product source code/executables ® Hosts

% @ Network
4. Assurance clearance e Tools

® Documentation

B what about the intellectual property asset? d
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Risks during the assurance process

Regulator(s)

Ven d or SW can be stolen/copied ...

In transit

At reception

At rest in storage

Upon load from labs storage to RAM

Upon testing in RAM or swap to disk

During visual source code inspection

By software analysis tools

software

Via tests reports exposing source code
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Zero Trust Software Assurance (ZTSA)

 ZTSA assumes there is N0 Implicit trust granted to

evaluation tools, evaluation premises or evaluators CE ST
based on their jurisdiction, ownership, or legal status.

Zero Trust
« ZTSA focuses on protecting the software Software Assurance
asset — intellectual property, software architecture,
SBOM, unknown vulnerabilities, etc — while still =

—

providing meaningful unbiased assurance evidence
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Zero Trust challenge

Is there a way to allow evaluators to conduct
software security assurance without looking at
the source code?
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Zero Trust approach

Vendor Evaluator
1. My product is trustworthy

. 4

2. Give me your software to run my SW analysis tests

"

3. No, but we can provide assurance evidence instead

4. OK. Let me get evidence using reliable SW analysis tools

"

5. Create evidence in a black-box confidential environment

)

10



CEST

Technology enabler — confidential computing

Intel SGX enclave
Host Platform
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Zero Trust software assurance prototype
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#CEST prototype status v1.1

Zero Trust software assurance aaS (Azure)

Supported FOSS SW analysis tools FOSS targets from 4G/5G projects

COdeChECker _ Flﬂ“vﬁnder @ 5G-air-simulator
")~ SRS RAN open SGS TeIematlcsLab&
‘ DEPENDENCY-CHECK -
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Evaluator

— Secure software upload — State of the art evaluation tools — Verification of tools
— Tools selection — Integrity-preserving redaction — Secure evidence collection

— Remote attestation: platform & tools W _ Telco assurance use cases — Verification of (redacted) reports

— Remote report redaction — Extensibility: tools & use cases — Inspection of hidden records
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HCEST

Welcome to visit our
zero trust software assurance demo

Thanks!
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