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Overview & Goals
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• Three key security and privacy (S&P) enablers
• Trust management, including identity and credential management for S&P
• Lean, resilient S&P preserving communication and networking
• Data validation and S&P preserving processing



Research Environment
Consortium

NSS

ISE
3



Research Environment
Consortium (cont’d)

NSS

WP1: Trust management
WP3: Lean S&P networking

WP6: Data Analytics

WP7: Integration & Demo

ISE
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WP2: Resistance to jamming
WP4: Data-centric validation

WP5: Efficient distributed 
storage & processing



Research Environment
Academic collaborations

NSS

ISE

Beyond the proposal: 
RISE, Digital Futures, 

SecurityLink & FOI
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Research Environment
Academic collaborations (cont’d)

Beyond the proposal: ESA, KI; 
several bilateral collaborations; 

top conference organization
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Research Environment
Industrial collaborations

Beyond the proposal: ICA, 
mozilla, einride, Google, 

City of Gothenburg
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Scientific Results
WP1: Selected paper

• Support Certificate Transparency in Tor

• Privacy-Preserving

• Incrementally-deployable
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Scientific Results
WP2: Selected paper
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Scientific Results
WP3: Selected paper

• NIST PQ project candidate
• We show how to recover the secret key by feeding

the Decaps with special c and then study timing 
information
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Skriv text här



Scientific Results
WP4: Selected paper
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IEEE TRANSACTIONS ON AEROSPACE AND ELECTRONIC SYSTEMS, NOVEMBER 2021



Scientific Results
WP5: Selected paper

An eavesdropper may tap in on 
any E links to the user

A set of messages stored on multiple 
servers

User should be able to download any 
message without revealing which data is 
of interest

Naïve approach: download everything

Capacity C = maximum number of 
requested message bits per downloaded 
bit
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Scientific Results
WP6: Selected paper
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Efficient design framework for privacy mechanisms

Nonlinear non-convex problem approximated by linear program

New designs and geometrical insight



Events
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